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Abstract 

 
The need for secure user authentication in blockchain-based applications has been growing 
with the increased adoption of Decentralized Identity (DID) credentials in blockchain. 
Zokrates, a tool designed to protect user privacy within smart contracts, had a limitation in that 
it could not accept authenticated user information such as credentials, only allowing the use of 
manually inputted data. In this paper, we propose a smart contract system that securely 
validates DID credentials to overcome the limitations of traditional centralized authentication 
systems. This system ensures the safe identification of users within blockchain-based 
applications by authenticating their identities in a trusted manner within the blockchain. As 
the demand for user authentication in blockchain rises, this paper emphasizes the significance 
of a blockchain-based identity verification system that guarantees both privacy and security. 
Leveraging the Zero-Knowledge Proof method and utilizing the Zokrates tool, this innovative 
approach aims to provide solutions for the digital identity verification process, thereby 
expanding the scope of blockchain technology applications. Moreover, we also provide a CLI 
for each entity. We help anyone who wants to authenticate their identity using the tool to safely 
verify it on-chain. 
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1. Introduction 

The emergence of Bitcoin[1] in 2009 marked the beginning of the blockchain technology era, 
followed by Ethereum[2] in 2014, which significantly expanded the capabilities of blockchain. 
Among these developments, Non-Fungible Tokens (NFTs) have emerged as particularly 
important. The concept of NFTs was first introduced in early 2017 through projects like 
CryptoPunks, a variant of ERC-20[3], and CryptoKitties, which utilized ERC-721[4], gaining 
such popularity that they overwhelmed the Ethereum network. Meanwhile, virtual asset 
exchanges worldwide are increasingly adopting Know Your Customer (KYC) procedures as 
part of their efforts to combat money laundering and terrorist financing, both domestically and 
internationally. KYC is a mandatory procedure under regulations governing the reporting and 
use of specific financial transaction information. Consequently, the Financial Action Task 
Force (FATF) recently emphasized the importance of verifying users' identities not only in 
virtual asset exchanges but also in Web3 fields such as Decentralized Finance (DeFi) and 
NFTs due to their decentralized nature[5]. However, within the blockchain ecosystem, 
verifying identities poses a challenge due to the anonymity of wallet addresses. Although 
Decentralized Identity[6] (DID) have gained traction for user authentication, verifying DIDs 
still requires off-chain methods. Therefore, there is a need for on-chain authentication 
solutions to address this issue. However, given the transparent nature of the blockchain, there 
is a risk of exposing users' identities. To mitigate this, tools like Zokrates[7] offer Selective 
Disclosure, allowing users to reveal only the information they choose. However, a drawback 
is that Zokrates currently does not support DID processing. In this paper, we propose an on-
chain authentication method for DIDs, ensuring user privacy and enabling various extensions 
in Web3. We provide CLI utilizing Zokrates, which offers separate functionality for each 
entity, enhancing usability. Additionally, we prioritize compatibility with W3C standards by 
utilizing credentials specified by W3C instead of separate credentials.standards by utilizing 
Credentials specified by W3C, rather than relying on separate credentials.  

2. Background 
In the blockchain ecosystem, there have been various cases of user authentication. However, 
most of them involve off-chain authentication of users before providing services to 
authenticated users on-chain, rather than conducting authentication entirely on-chain. This 
setup makes it challenging to claim transparent user authentication. Additionally, while there 
are tools supporting zero-knowledge proofs within smart contracts, they have been limited by 
the inability to perform signature verification. 

2.1 DID & Credential 

 

Fig. 1. Components of a credential  
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DID is a system designed to manage identity information within a decentralized framework, 
eliminating the necessity for centralized registration mechanisms. Grounded in distributed 
ledger technology, DID enables individuals to independently manage proof of identity, 
determining the scope and recipients of information submissions. It functions as a 
decentralized digital identity verification system, highlighting individual control over personal 
information, ensuring data sovereignty in an era where safeguarding personal data is crucial 
in the data economy. The versatility of DID technology is apparent in its applications, 
particularly in scenarios requiring adult verification. Credentials can be created through DID 
as depicted in Fig. 1. Credentials can typically be matched with a resident registration card. 
Typically, presenting a resident registration card reveals extensive personal details such as 
birthdate, address, and registration number. DID addresses this privacy concern by allowing 
the proof of being an "adult aged 19 or above" without disclosing the exact age. While DID is 
applicable in offline settings, challenges arise when implementing it online, particularly in the 
Web3 environment. Examining at projects that have attempted identity authentication within 
the blockchain ecosystem using DID, Sovrin[8] implemented a decentralized PKI using DID, 
but lacks measures to protect user privacy on-chain. [9],[10] propose methods using 
decentralized DID for smart contracts, but they lack clarity on on-chain signature verification 
and credential management. [11] suggests the issuance and verification process of credentials, 
but the drawback lies in the need to verify DID for each service. In [12], the paper presents an 
identity authentication system utilizing Non-transferable NFT and DID, but it does not 
mention the usage of Zokrates, nor does it display experimental results for each method. 

2.2. Serto 
In 2021, ConsenSys-operated uport, recognized for its contributions to widely-used blockchain 
software like MetaMask and Truffle, underwent a separation, leading to the introduction of 
Serto[13], a low-code, decentralized identity solution, facilitates the complimentary creation 
and issuance of DID and VC. Notably, it has recently unveiled a protocol for place through 
this search engine, it operates in an off-chain manner. Information related to DIDs is stored on 
the Serto server, requiring a connection with a centralized server for information verification. 
This integration ensures a robust system for proving NFT ownership and managing 
decentralized identities, aligning with the broader trends in blockchain technology in Fig. 2. 

 

Fig. 2. Serto’s DID process 
 

2.3 Tbdex  
In the latter half of 2021, Square, the American financial services and mobile payments 
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company headquartered in San Francisco, California, introduced a white paper titled tbdex[14]. 
Operating within the realm of DeFi as an application of Web3, tbDEX serves as a decentralized 
protocol facilitating the exchange between fiat currency and cryptocurrency. The protocol 
employs DID  for user identity verification before executing transactions.Within this 
framework, there exists a concept called PFI(Participating Financial Institution), representing 
entities engaged in the exchange between fiat currency and cryptocurrency. Fintech companies, 
banks, or other financial institutions can seamlessly participate as PFIs by managing 
blockchain nodes without undergoing a specialized approval process. As depicted in Fig. 3, 
the user communicates transaction details to the PFI, and once transaction terms are negotiated, 
the user transmits the DID Credential. The PFI then verifies the credential, facilitating the 
completion of the transaction. While the specific DID format remains undisclosed, the 
approach involves utilizing credentials for user identity verification. This also has the 
drawback of relying on centralized banks to verify users' DIDs off-chain. 

 

Fig. 3. Tbdex’s process  

2.4 ZKP 
In order to maintain the decentralized nature of blockchain while providing anonymity and 
privacy protection, zero-knowledge proof (ZKP) can be utilized. ZKP enable verification of a 
fact without revealing the secret value, thereby offering privacy protection. For example, the 
cryptocurrency Zcash[15] provides anonymity by proving the validity of transactions without 
disclosing transaction information such as sender, receiver, and balance. In addition to 
cryptocurrencies like Zcash, there is a growing body of research applying zero-knowledge 
proofs in blockchain to enhance privacy protection. A typical ZKP framework consists of three 
distinct phases[16]:  

 Witness Phase: Initially, the prover formulates a proof based on the statement and 
sends it to the verifier.  

 Challenge Phase: Subsequently, the verifier generates a challenge based on the proof 
received and forwards it to the prover.  

 Response Phase: Finally, the prover addresses the challenge and sends the response 
back to the verifier.  

ZKP is a foundational tool in contemporary cryptography, garnering significant attention 
for its capacity to tackle crucial security and privacy challenges. Its utility spans across diverse 
domains, encompassing digital identity [17], blind signatures [18], and attribute verification 
[19]. 
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2.5 Zokrates 
In 2016, TU Berlin introduced Zokrates, a tool designed to facilitate ZKP within the Ethereum 
ecosystem. Illustrated in Fig. 4, this tool empowers users to generate proofs using ZKP 
techniques and automatically produces verifiable contracts for proof validation. This enables 
the verification of proofs on-chain through smart contracts, allowing anyone to authenticate a 
user's proof. Zokrates utilizes the zk-snark[20],  ZKP algorithm. Due to the characteristics of 
zk-snarks, generating proofs incurs significant costs, while verification operates in constant 
time, O(1). This makes it a suitable algorithm for blockchain environments. Proofs are 
generated off-chain by entities external to the blockchain, while verification occurs on-chain 
within the blockchain. This ensures low costs within the on-chain environment, making it 
appropriate for use in smart contracts. Consequently, Zokrates proves to be a valuable tool for 
on-chain KYC support. However, a drawback exists as the tool does not accommodate DID 
Credential due to its utilization of a proprietary language for proof creation. 

 

 

Fig. 4. Zokrates process 

3. Privacy-preserving Credential Model 
Using Zokrates, the on-chain Privacy-preserving Model is depicted in Fig. 5. 
 

 
Fig. 5. Privacy-preserving model 
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1. Prover receives a credential generated by the DID Issuer 
2. Prover generates Proof(π) based on Credential using zokrates tools. 
3. Create a smart contract capable of verifying the Proof(π). 
4. Verify the Proof(π) created through the smart contract. 
5. Simultaneously with the verification of Proof(π), the user is verified by using the service. 

3.1 Program Structure 
The configuration of a tool utilizing Zokrates for generating user proofs and providing Smart 
Contracts is as depicted in Fig. 6. 
 

 zokrates_credential_cli: A command-line interface that enables users to easily 
interact with the core logic for issuing, proving, and verifying credentials. 

 zokrates_credential_core: Contains the Rust modules that implement the core 
functionality of the credential system.  

 zokrates_crypto: migrating the zokrates_pycrypto Library used for generating and 
verifying signatures. 

 

 

Fig. 6. Structure of Program  
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The utilization of Zokrates_CLI for each entity is depicted in Fig. 7. The Issuer, Prover, 
and Verifier each utilize Zokrates to create signatures, generate Smart Contracts for 
verification, and produce proofs.  
 

 
 

Fig. 7. Process of each entity 
 

3.2 Issuer 
The Issuer is responsible for creating credentials for users. As the Issuer ensures the user's 
identity, the public key used for credential signing is publicly available, and the Issuer's list 
comprises entities trusted by the Whitepaper or anyone deemed trustworthy. Initially, the 
Issuer receives information from the Prover and utilizes the Credential format provided by 
W3C to create the credential. The JSON format of the created credential is depicted in Fig. 8. 

 
Fig. 8. Process of each entity 
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To prove that the credential was created by the Issuer, the Issuer's signature is included. To 
generate the signature, the function create_signature is executed based on the credential values. 
Here, the eddsa algorithm utilizing the BN128 curve[21], is employed. As a result, the 
Signature and public key are outputted. These values are then passed to the Prover, and later 
utilized by the Prover when generating the proof off-chain using Zokrates. 

3.3 Verifier 
The Verifier is responsible for issuing smart contracts to verify the user's identity. When 
executing the verifier setup through Zokrates, both the proving key and verification key are 
generated. The proving key is passed to the Prover to create proofs, while the verification key 
is used to generate a smart contract for verifying the information the Verifier intends to validate 
based on the user's credential. In this paper, to verify the user's adult status, the Verifier 
conducts both signature verification of the credential and checks whether the user's actual age 
matches the officially provided age received from the Issuer. This addresses the issue in 
traditional Zokrates where users could generate proofs using false inputs. By requiring users 
to input only the age provided in the credential received from the Issuer, their identity is 
ensured without any illicit actions. Although the generated smart contract is publicly 
accessible, only proofs satisfying specific conditions can be verified. 
 

3.4 Prover 

 
Fig. 9. Process of each entity  

 
The Prover receives verification through the Smart Contract generated by the Verifier for the 
information they intend to prove. Instead of disclosing their information directly, they provide 
a proof containing information similar to that depicted in Fig. 9. To generate the proof, the 
Prover needs to receive the proving key from the Verifier. Before creating the proof, the Prover 
compiles the necessary arguments for the Smart Contract and generates a witness by inputting 
credential values. Subsequently, the Prover creates the proof based on the witness. The 
generated proof is depicted as shown in Fig. 10. 
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Fig. 10. Process of each entity  
 

3.5 Usage of the Zokrates tool  
To generate proofs and contracts, we require a tool that takes credentials as input and produces 
proofs and contracts. The Issuer, to create a signature using the credentials, hashes the elements 
of the credential and utilizes the message to generate a signature. Later, for verification, the 
Issuer utilizes the verifyEddsa function, as shown in Table 1, to verify the generated value 
using the received signature and credential hash values. If any intermediate credential value 
changes during this process, the value of signature_valid will not be true, preventing the 
manipulation of false credentials or the Issuer's signature. The Zokrates code for signature 
verification and age verification, taking credentials as input, is as depicted in Table 1. 
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Table 1. Zokrates code for verification contracts. 
def main(private field context_hash , private field[2] R, private field S) { 

 

    // To verify changes based on the credential value, hashing operations are performed.     

field[2] first_hash = sha256packed([context_hash, age, alumni_of_hash, credential_subject_hash]); 

    field[2] second_hash = sha256packed([exp_hash, id_hash, issuance_date_hash, issuer_hash]); 

    field[2] third_hash = sha256packed([name_hash, student_number_hash, type_hash, first_hash[0]]); 

    field[2] final_hash = sha256packed([second_hash[1], third_hash[1], third_hash[0], first_hash[1]]); 

    // To sign the hashed value, store it in Message format. 

    u32[8] M0 = unpack256u(final_hash[0]); 

    u32[8] M1 = unpack256u(final_hash[1]); 

    // Signature: (R, S), Public Key: A, Memo: M0, M1 

    field[2] A = [14897476871502190904409029696666322856887678969656209656241038339251270171395, 

16668832459046858928951622951481252834155254151733002984053501254009901876174]; 

    // Perform signature verification and age verification 

    bool signature_valid = verifyEddsa(R, S, A, M0, M1, BABYJUBJUB_PARAMS); 

    assert(signature_valid == true); 

    assert(age >= 20); 

    return; 

} 

4. Performance  
In the M2 Mac OS Sonoma 14.3.1, Ram 24GB environment, experiments were conducted 
assuming the presence of Issuers, Provers, and Verifiers. The time taken to compile using the 
Groth16 scheme from the zk-snark algorithm supported by Zokrates, as well as the setup time 
to generate proving keys and verification keys, were measured, as depicted in Fig. 11. This 
process was conducted by the Verifier and occurred off-chain, hence it does not affect 
blockchain performance. The performance was compared as the number of signatures and 
range proofs increased from 1 to 2, 3, and 5. 
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Fig. 11. Compile & Setup performance 

 
Furthermore, performance measurements were conducted for the process where Provers 

utilize the hash value of the credential and the issuer's public key to generate witnesses and 
proofs as depicted in Fig. 12. Since this process occurs off-chain, it does not affect blockchain 
performance. It was observed that as the number of signatures increased, the generation time 
of proofs increased linearly. 

 
Fig. 12. Witness & Proof performance 

 
In contrast, when verifying whether a user has provided the correct proof through a smart 

contract function, it was observed that regardless of whether 1, 2, 3, or 5 proofs were verified, 
208967 gas was consumed each time, as depicted in Fig. 13. Since the computational model 
used in ZK-SNARKs utilizes R1CS, we can confirm that the verification time is always 
constant, specifically O(1). 
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Fig. 13. Verification contract fee 
 

We are able to demonstrate adult authentication through signature verification and range 
proof using Zokrates. For both Issuers and Provers, while generating proofs off-chain to prove 
identity, we observed O(nlong) growth in computational complexity. However, it was proven 
that verifying proofs generated within smart contracts takes constant time. This development 
allowed us to create a tool that can verify users' credentials on-chain at a low cost while 
simultaneously protecting their privacy. As a result, we obtained meaningful outcomes.   

5. Conclusion  
The advantage of our proposed tool is its ability to generate zero-knowledge proofs from DID 
credentials, a capability Zokrates lacks. Additionally, this tool features a ZKP library 
specialized for ZK-SNARK, parsing user credentials to create proofs and contracts. Moreover, 
it offers the advantage of providing a program CLI for users, offering an environment tailored 
to each entity. By leveraging this tool, user authentication can be conducted on-chain, allowing 
for various applications in DApps. For instance, by issuing NFTs or SBT (Soul Bound Token) 
to Provers who submit correct proofs, user authentication can be marked as complete, enabling 
services only to those who possess the corresponding tokens, even in the Metaverse or DeFi. 
However, it's important to note that this tool does not represent a fully decentralized system. 
In this framework, user identity authentication relies on utilizing DID credentials, 
necessitating support from trusted issuers when generating DID credentials. Furthermore, the 
current smart contract operates solely on the Ethereum Virtual Machine (EVM), limiting 
support to the Ethereum blockchain and lacking compatibility with various blockchain 
platforms. Therefore, research is needed to support diverse blockchain ecosystems in the future, 
along with exploration into fully decentralized systems for identity authentication on-chain, 
not reliant on DID. 
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